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[lporpec 3a HaNPAMKOM
3abe3neyeHHs
Kibepbe3sneku



JAuHamika 3a Hanpamkom dokymeHmu/npouecu 8 nepiod 2017-2019 cknana 89 sidcomkis.

JMHamiKa 3MeHLEeHHA pU3mnKis
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JluHamiKa 3a HaNPAMKOM mexHiYHi piuueHHs 6 nepiod 2017-2019 cknana 80 siocomkie

JnHamika 3meHLWweHHA pu3mnkis
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BNPOBAAKEHHS
npouecy OLIHKM
PDU3UKIB
IHOOPMALLIMHOI
be3nekn AKnmn

BPaXOBYE pe3y/1bTaTu
BUI3HOI NepeBIpKM
BUKOHAHHA BUMOT 3
IHOOPMALLIMHOI
6e3neKkun no BCin
KpalH]




JIOKYMEeHTW Ta Npouecn HanpasaeHI| Ha

3MEeHLEeHHA PU3KKIB

* BnpoBaarKeHO BecCb nepenik npouecis
YNPaBAIHHA Ta PernameHTyoui iX
BHYTPILWHI HOPMATUBHI AOKYMEHTU AKI
BMmarae Big Hac I1ISO 27001;

* [IpoBeaeHO 3 UUKIN OLUIHKN PU3SUKIB
iHpOopMaLinHOI be3neku;

* [IpoBegeHOo 2 UMKAU BHYTPILWHIX ayaAUTIB;

* B incrtonagai/rpyaHi 3annaHoBaHo

npoBedeHHA cepTUPiKaLiMHOro aygmuTy 3a
ctaHaaptom ISO 27001.

[JuvHaMuKa yBenM4eHUA npoueccos/0KYMEHTOB

2017 r. 2018 r.
JOKYMEHTD Npouecck
2019 pik — aKkTyanisauia Ta NiATPUMKa BXKe CTBOPEHOro



TexHIYHI 3acobn 3MeHLWeHHA PU3NKIB

* SIEM ArcSight

* CKaHep Bpa3nmnsocten Qualys

* 3axucT Beb peccypcis BiglP F5

* AHTUBIpYC McAfee

* [HAMKaTopn KomnpomeTalii IntelMQ, STIX/TAXII, MISP
* ®aepson Firewall Firepower

* AHani3 aHomanbHoI noBeaiHKmM UEBA Introspect

* KoHTponb npuctpois Windows Intune

* MepekeBi nactkmn Deception Greed lllusive

* KoHTponsb nigpagHukis FUDO PAM



byayeMO ABI pO3NoAlIeHI mepeKi

KopnopaTtueHa mepeKa %
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TexHonoriyHa mepexa
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LleHTpani3oBaHi
CUCTEMM yNpaBAiHHA
Ta KOHTPOJIIO 33
noBeAiHKo
KOpUCTyBauiB

LeHTpanizoBaHi
CUCTEMMU YNPaBAiHHA
Ta KOHTPOJIIO 33

noBeAiHKoo
KOPUCTYBauiB
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MokpuTtta 3acobamm
iHbopmauinHoi
6e3neKku

‘ 90-100%
‘ 50-90%

2019 Mk

¢ MeARge 95-100%
* ArcSight 100%

 Qualys 80-95%



3aXUCT NepUMeTpy

 Jlorys f 1y ncremu ArcSight
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FirePower
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FirePower

. cAfee Web Gateway — LLInto3 6e3ne4yHoOro BMKo iIHTEpHETY 3
HaNaWTOBAHMMM NONITUKAMM Ta penyTaLitHMMMK

* CISCO FP — ®aepB0on HACTYNHOIO NOKONIHH]
NpPaBuaMn AeTEKTYBaHHSA Ta 3anobiraHHA
Ha/nawToBaHMMM npasunamm nig IT Ta OT




3axucT Beb peccypcis

F5 Big-IP — cuctema 3axucty Beb gogaTKiB 3a AONOMOTO0
dinbTpauii Tpadiky Ta aHanisy 3anuTiB Ao Beb peccypcy.
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CISCO

FirePower

% VISP \gp
FUDO | PAM | H(I)paCprKTypa

McAfee WebGateway

HPe Aruba ClearPass

WWITIT.VPS  McAfee EndPoint ArcSight ESH

ArcSight<t A A
McAfee EmailGateway * - illusive
ArcSight Logger B
: :’ Windows Sysinternals
500 000 000
co Sysmon
nOAIM JIoKanbHi XypHanu nogin
160 kKopenAyinHux *  MEepEeXMBUX NPUCTPOIB
15 camonucHux npasun *  JIOKaNbHMX CUCTEM
ceHcopiB (130 MITTRE ATTACK) °__ cepsicis




[lporpecc TexHIYHUX CrneLianicTiB

* BnacHa nigtpumka 70% TeXHIYHUX PiLLEHHb.
* VIP KnieHT KomnaHii Microfocus ArcSight.

* HanKpauwla iHctanauia Qualys B YKpaiHi.

* Hankpauwa iHcTanauia Aruba UEBA B YKpaiHi.
* TicHa cnisnpaua 3 AKIb CbY, AC3I.

* HanaKkTtmsHiwmnm y4yacHnk MISP.GOV.UA.



