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Meeting agenda

1. On the current state of play and concept of reforms in
the field of cybersecurity of critical energy infrastructure.

2. On possible areas of cooperation with development
partners.

Mopsinoxk nenHuii

1. [Ipo moTouHMi cTaH crpaB Ta KOHIEMIiI0 pedopM y
chepi  KiOepOe3NmeKH  KPUTHUYHOI  CHEPTeTUYHOI
iHpPACTPYKTYpH.

2. Ilpo MOXIuBI HampsMH CIIBIpami 3 IapTHEpaMHu
PO3BHTKY.

List of participants (Annex 1)

Cnucok yyacHukiB (Jonarok 1)

1. On the current state of play and concept of reforms
in the field of cybersecurity of critical energy
infrastructure.

1. ITpo MOTOYHUH CTAH CIPAB Ta KOHIEMIiI0
pecTpyKTypu3auii ByriJibHOI ramsysi.

BUSLAVETS O. and DEMCHENKOV Y. briefly
presented the vision of the Ministry on the concept of
reforms in the field of cybersecurity of critical energy
infrastructure (Annex 2), in particular:

* As a first step, the Ministry plans to establish a project
office for sectoral coordination and international
technical assistance, the main tasks of which will be the
development and implementation of legislation,
cybersecurity strategy for critical infrastructure of the
energy sector, development of cybersecurity projects,
feasibility studies, coordination with international
partners.

* In the second step, the Ministry plans to conduct a
sectoral audit of the current state of cybersecurity in the
energy sector. The audit should cover three dimensions
of cybersecurity, namely the level of cyber hygiene
among users of information systems, existing processes
and procedures for cybersecurity and technological
support.

* In the third step, the Ministry plans to establish a
sectoral cybersecurity center for Ukraine's energy sector
to provide first-line protection against cyber threats,
prevent intrusions, reduce existing vulnerabilities,
prevent new ones and, in case of threats, respond
effectively at the sectoral level.

GOLOVANOV S. briefly presented the current state of
play and practical aspects of cybersecurity in State
Enterprise “Ukrenergo” (Annex 3).

UZUMOV S. briefly presented the practical experience
of the Energy Community in the field of cybersecurity
(Annex 4).

BYCJIIABELIb O. Tta JEMYEHKOB S. xopoTrko
npeActaBuid  OadueHHsS  MiHicTepcTBa  €HEPreTHUKH
VYkpainu moao koHIenmii peopm y cdepi kidbepoe3nexu
KPUTHYHOI €HEPreTUYHO1 iHPpacTpyKTypH (I0JaTok 2),
30Kpema:

o [lepmmm KkpokoM MiHICTEPCTBO IUIAaHYE CTBOPHUTH
MPOEKTHUH oO(dic Ui CEKTOpaTbHOI KOOpJWHAIIl Ta
3alydeHHS ~ MDKHApOAHOI  TEXHIYHOI  JIOTIOMOTH,
TOJOBHUMH 3aBJaHHSIMHU SIKOTO OyayTh po3poOka Ta

IMIUTIEMEHTAIlil 3aKOHOJAaBCTBa, po3poOka crparerii
kibepOe3nexu KPUTHYHOT iH(ppacTpyKTypH
CHEePreTUYHOr 0 CEKTOpY, po3poOka NPOCKTIB

MiIBUIIICHHS PiBHA KiOepOe3neKH, TeXHIKO-eKOHOMIYHIX
oOTpyHTYBaHb, KOOpAMHAIII pOOOTH i3 MiXXHAPOIHUMHU
napTHEPaMH.

e JI[pyrum KpokoM MIiHICTEPCTBO IIJIaHY€E TPOBECTH
CEKTOpaJbHUN ayIuT TOTOYHOTO CTaHy KiGepOesmekn
E€HEPreTUYHOIO CEKTOpY. AYyAWUT Ma€ OXOIUTH TpU
BUMipH 3abe3reueHHs KiOepOesrmekn, a came piBeHb
kibepririeHn cepel  KOpHCTyBadiB  iH(QOpMAaIiHHUX
CHCTEM, HasBHI MpolecH 1 Mmpouenypu 3ade3medyeHHs
KiOepOe3neKkH Ta TeXHOJIOTr uHe 3a0e3eUeHHSI.

e Tperim kpokoM MIHICTEPCTBO IIJIAHYE CTBOPUTH
CeKTOpaJbHUH  LEHTp  KidepOe3lmekn  KPUTHYHOT
THQPACTPYKTYpH EHEPreTUYHOTO CEeKTOpy YKpaiHu 3
METOI0 3a0e3MeyeHHs Meplioi JIiHii 3axucTy BiX
kiOep3arpo3, 3amo0iraTm BTOPTHEHHSM, 3MEHIIYBaTH
ICHYIOYi Bpa3JIMBOCTI, 3a1100IraTH MOSIBI HOBHX Ta, y pasi
3arpo3, e(QeKTUBHO pearyBaTH Ha Tally3eBOMY piBHI,
BpaxOBYIOUH Tany3eBy Crienudiky.

I'OJIOBAHOB C. x0opoTKo TpencTaBuB MOTOYHUM CTaH
CpaB  Ta  TPAKTUYHI  acCmeKTH  3a0e3reueHHs
kibepoesneku y JI1 Ykpenepro (moaarox 3).




Y3YMOB C. KOpOTKO TPEICTaBUB MPAKTUIHHHA JTOCBIT
Enepreruunoro cmiBroBapucTBa y cepi KibepOe3neku
(momatox 4)

2. On possible areas of cooperation with development
partners.

2. IIpo Mo3kIMBI HAPSAMH cHiBHPAaIi 3 NapTHEpaMHu
PO3BHUTKY.

DEMCHENKOQV J. together with development partners
discussed the announced priorities and emphasized a
need to further coordinate with the Ministry of
Digitalization.

SUKRU B. noted that the United States Agency for
International Development is implementing a number of
projects in the field of cybersecurity, the possibility and
feasibility of involving Ukraine in these projects will be
announced separately.

WOLLERT T. noted that a dialogue on cybersecurity
issues between Ukraine and the EU is planned in the near
future with the idea to facilitate increased cooperation
between Ukraine and EU member states, and invited the
Ministry of Energy to join the discussion process.

Development partners and other participants exchanged
views on the information heard and agreed to send their
proposals after internal discussions.

JEMYEHKOB fl. cminbHO 3 mapTHEpaMH pPO3BUTKY
OOroBOpHB  O3BYYECHI NPIOPUTETH Ta  BHUCIOBUB
HEOOXIIHICTh KOOPAWHAIT JiSIIBHOCTI 3 MiHICTEpCTBOM
nudposoi Tpanchopmariii Ykpainu.

IIYKPY Bb. 3a3maumB, mo ArearcrBom CIIIA 3
MDKHAPOJHOTO PO3BUTKY BUKOHYETHCS HU3KA MPOEKTIB Y
chepi kibepOe3nekn, PO MOKIUBICTE Ta MOIIBHICTH
3aydeHHs YKpaiHu 10 I[UX MPOEKTIB Oyze MOBIJOMIICHO
OKpEMO.

BOJUIEPT T. 3ayBaxuB, IO HAWONMKYAM YacoM, 3
METOI0 TOCHJICHHS CHIiBIpalll IUIaHYEThCS MPOBEICHHS
Jiasiory CTOCOBHO MHTaHb KibepOe3rnekn Mixk YKpaiHOIO
ta €C (Cyber dialogue) Ta 3anpornonysaB MiHicTepcTBY
SHEPreTUKH MPUETHATHCS 10 TIPOIECy OOTOBOPEHHS.

[MapTHepy pO3BUTKY Ta iHIII YYacCHUKH OOMIHSIIHCS
JyMKaMH IIIOJIO 3aciyXaHoi iH(opmalii Ta moTomwInucs
BIMIPaBUTA CBOi MPOMO3WIII MICIS  BHYTPIMIHIX
00rOBOPEHB.

3. Conclusions, next steps, decisions

3. BucHOBKH, HACTYIHI KPOKH, pillIeHHS

As a result of the meeting it was decided:

1. Take note of the concept of cybersecurity reforms in
critical energy infrastructure.

2. Within two weeks, development partners will inform
on the results of internal consultations in their
organizations with regards to their interests and
intentions to support cyber security in the Energy sector.

VY pe3ynbrarti 3ycTpivi Oyio BUpilIEHO:

1. Indopmamito mpo koHmenmiro pedopMm y chepi
KibepOe3neKkn KPUTHIHOI EHEPreTHIHOI iIHPPaCTPYKTypH
B3SITH JI0 BiZioMa.

2. IlpoTsarom IBOX TIKHIB MHapTHEPU 3 PO3BUTKY
MOBIJOMJISITh TIPO PE3YJIbTATH MPOBENEHHS BHYTPINIHIX
KOHCYJIBTAIlIN Y CBOTX OpraHi3allisix o0 iX iHTepeciB Ta
HaMipiB CTOCOBHO MiATPUMKH KiOepOe3neKn KPUTUIHOT
€HEePreTHYHOI iIHQPACTPYKTYPH.

Drafted by:
Secretary LEVCHENKO I.
Chairman DEMCHENKOV'Y.

Date: 11/08/2020

[TigroropneHo:
Cexperap JEBUYEHKO 1.
T'onoByrounii JEMYEHKOB 1.

Hara: 11.08.2020




Annex 1. List of participants

Chairman: DEMCHENKOQOV Y. Deputy Minister for
European integration, Ministry of Energy of Ukraine.
Co-chair / coordinators: representatives from Germany
and United Kingdom

Secretary: LEVCHENKO 1| - Chief Specialist of the
International Technical Assistance Division, Department
of International Cooperation, Ministry of Energy of
Ukraine
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BUSLAVETS O., acting Minister of Energy of Ukraine
GERASYMOV S., Ministry of Energy of Ukraine
GNATOVSKA V., Ministry of Energy of Ukraine
KARBAN B., State owned enterprise “Ukrgidroenergo”
ZHURAVSKIY V., State owned enterprise
“Ukrgidroenergo”

DSYUBAS., DTEK

WOLLERT T., EU Delegation to Ukraine

KOPAC J., Energy Community

UZUMOV S., Energy Community

SUKRU B., United States Agency for International
Development

VOLKOV S., UNOPS
PANKRATOV D., Royal
Ukraine

DUBOVYK A., EIB
DATSENKO M., U.S.-Ukraine Business Council
CHEBOTAR S., Embassy of the Federation of
Communities of the Republic of Germany in Ukraine
BALBEKOVA O., Embassy of the United Kingdom in
Ukraine

TRACHUK T., American Chamber of Commerce in
Ukraine

WICKENDEN P., Embassy of the United Kingdom in
Ukraine

POROVSKY S., United Nations Industrial Development
Organization

RYBAK Yu., Project of international technical assistance
"Ukrainian-Danish Energy Center 11"

KRYLOVA O., expert group of development partners
SEMESKO N., Secretariat of the Cabinet of Ministers of
Ukraine

STANLEY M., World Bank

FENG Z., Embassy of the People’s Republic of China
KHRENOVA-SHYMKINA I, GIZ

GOLOVANOV S., State owned enterprise ‘“Ukrenergo”

Norwegian Embassy in

Honatok 1. Cnucok yyacHHKIB

Tonosyrouwmii: IEMYEHKOB 4. - 3actynauk MinicTtpa
EHEepreTHKH YKpaiHu 3 MUTaHb €BPOIEHCHKOT IHTeTpallii.
CiBrosioByIo4i / KOOPIMHATOPH: MpEACTaBHUKU
®deneparuHoi Pecnyomikn Himedyunna ta Bemukoi

bpuranii.
Cekperap: JIEBUEHKO 1. — romoBHHWI cremiaicT
BiUILTY MI>KHAPOIHOT TEXHIYHOL JIOTIOMOTH

JenapramMeHTy Mi>KHApPOJHOTO CITiBPOOITHUIITBA.
YYacHUKH:

BYCJIABELD O., B.o. MiHicTpa eHepreTHKl YKpaiHu
I'EPACHUMORB C., MiHicTepcTBO CHEPTeTUKH YKpaiHU
I'HATOBCBKA B., MiHicTepcTBO eHEpPreTUKH Y KpaiHu
KAPBAHbG b., AIT «YkprigpoeHepro»

KYPABCBHKUH B., JIIT «YKpriapoeHepro»

J3I0BA C., ATEK

BOJIIEPT T., Ilpencrapaunrso €C B YkpaiHi

KOIIAUY 4., Ereprernune CriBTOBapHCTBO

Y3YMOB C., Ereprernune CriBTOBapHCTBO

HIVKPY B., ArenrctBo CLLIA 3 Mi>KHaApOZAHOTO PO3BUTKY
BOJIKOB C., Ympaeninas OOH 3 o6cmyroByBaHHS
IIPOCKTIB

IMTAHKPATOB [., [ToconsctBo KopoxnisctBa Hopgeris B
VYkpaini

AYBOBUK A., €Bponeiicbkuii iHBeCTUIIIITHII OaHK
JAILIEHKO M., AwMepuKaHCBhKO-yKpaiHChka Oi3HeC
acoranis

YEBOTAP C., IloconsctBo ®PeneparuBHoi PecnyOiiku
Himeuunna B Ykpaini

BAJIBEKOBA O., IloconsctBo Benmkoi bpuranii B
VYkpaini

TPAYVYK T., AmepuxaHcbka TOpTOBE/bHA Iajara B
VYxpaini

BIKEHJIEH II., IloconmsctBo Benmkoi bpuranii B
VYkpaini

[TOPOBCBHKUM C., Opranizamis O6'eqnannx Harmiii 3
IIPOMHCIIOBOTO PO3BUTKY

PUBAK IO., mpoekT Mi>XHapOJHOT TEXHIYHOI TOTIOMOTH
«YkpaiHnceko JlaHchkuil eHepreTudHui nentp 1I»
KPUJIOBA O., ekcriepT rpynu MapTHEPIB 3 pO3BUTKY
CEMECBKO H., Cekperapiar Kabinery MinicTpiB
VYkpainu

CTEHJII M., CsiToBuii 6aHK

®EH Y., noconberBo Kuraiickkoi Hapomnoi Pecry0miku
XPEHOBA-IIIMMKIHA 1., Himenpke TOBapUCTBO
MI>KHApPOJHOT'O CIiBPOOITHHUIITBA

I'OJIOBAHOB C., JIIT Ykpenepro




